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1 Introduction

This document is an operating guide for the Planetary Data System (PDS) Mirror Site system; herein referred to as Mirror Site.

1.1 Purpose

The purpose of this document is to provide detailed instructions for operating the PDS Mirror Site in its two modes of operation: Standby and Operation; as well as for transitioning between the two modes. 

1.2 Scope

This document is organized as follows:
1) Section 2 covers the monitoring of the PDS Mirror in standby mode.

2) Section 3 covers the steps to transition the PDS Mirror site from standby mode to operation mode.

3) Section 4 covers the monitoring of the PDS Mirror in operation mode.

4) Section 5 covers the steps to transition the PDS Mirror site from operation mode back to standby mode.

5) Section 6 covers the procedure to reboot the PDS Mirror site.

1.3 Audience

This document is written primarily for those who will administer the Mirror Site. The expected audience includes:

· PDS Engineering Node (EN) System Administrator (SA)

· PDS Mirror Site System Administrator (SA)

1.4 Applicable Documents

[1]
Planetary Data System (PDS) Mirror Site Installation Procedures.

2 Standby Mode for PDS Mirror Site

2.1 Monitoring of PDS Mirror Site

2.1.1 Automatic Remote Monitoring from PDS EN Site

An automatic monitoring system (Nagios) is configured to perform a watchdog capability for the Mirror Site.  The following functions are included in the  Nagios server at JPL to remotely monitor the Mirror Site :

1) Availabilty of the servers

2) Capacity of the boot disk and data disk

3) System load

4) Total processes of the sysetm

A notification email will be sent to the JPL PDS EN SA when an anomaly is detected at the Mirror Site. Section 2.2 describes the anomaly handling and recovery process.

2.1.2 Manual Monitoring at Mirror Site

Since automated monitoring capability from EN is in place, routine manual monitoring of  the Mirror Site by Mirror Site SA is not required. The following manual monitoring procedures are included in the event if network connectivity is lost affeccting the EN remote monitoring ability.
2.1.2.1 Check webpage server (mirpds) availability

1) Go to URL http://mirpds.astro.umd.edu from any web browser
2) Check mirror site web page server (mirpds) availability
3) Expected result: URL: http://mirpds.astro.umd.edu
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2.1.2.2 Check webapps server (mirbrite) availability

1) Go to URL http://mirbrite.astro.umd.edu from any web browser
2) Check mirror site web applications server (mirbrite) availability
3) Expected result: URL: http://mirbrite.astro.umd.edu
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2.1.2.3 Check local data rsync status

1) Login to mirpds and mirbrite with the provided login and password

2) Change directory to /apps/logs

3) Check the timestamp of the updates.log for successful transfer

4) Timestamp of the files should be the previous week

2.1.2.4 Check remote data rsync status

For MySQL on mirbrite:

1) Login to mirbrite with the provided login and password

2) Change directory to /usr/loca/mysql/data

3) Check the timestamp of the files  DS and MY

4) Timestamp of the files should be the previous week

For PostgreSQL on mirpds:

1) Login to mirpds with the provided login and password

2) Change directory to /usr/loca/pgsql

3) Check the timestamp of the file DATA

4) Timestamp of the files should be the previous week

For Sybase on mirbrite:

1) Login to mirbrite with the provided login and password

2) Change directory to /sybase

3) Check the timestamp of the file dbonline_dump

4) Timestamp of the files should be the previous week

2.1.2.5 Check disk health

1) Check LED on hard disk for problem

2) Eject the problem disk if problem occurs

3) Plug in a new disk for replacement

2.1.2.6 Check power supply health

1) Check LED on power supply for problem

2) Beeping sound occurs when power supply fails

3) Eject the problem power supply if problem occurs

4) Plug in a new power supply for replacement

2.2 Service Recover for Mirror Site

The following diagram depicts the process by which PDS EN SA and Mirror Site SA will follow to jointly handle and fix the Mirror Site when anomaly is detected.

Steps to reboot the Mirror Site is described in Section 6. 














2.3 Automatic Remote Monitoring of PDS Site from Mirror Site

A crontab job is configured to ping the PDS operational system from Mirror Site.  When three consecutive ping failures occur, an alert email will be sent to the Mirror Site SA.

Upon receiving this alert email, the Mirror Site SA shall perform the following:

1) Check the availability of the PDS primary site from any workstation.  This will eliminate the possibility of mirror site network and/or system failure.

2) Contact PDS EN SA to assess failure severity.  This will eliminate the possibility of JPL primary site network and/or system failure.

3) If contact succeeds, PDS EN SA and Mirror Site will jointly determine if Mirror Site should become operational.  If fail-over  is necessary , then PDS EN SA shall initiate the Mirror Site transition from standby to operation as described in section 3.

4) If contact fails after two hours with multiple attempts, Mirror Site SA shall initiate the Mirror Site transition from standby to operation as described in section 3.

3 Transition of PDS Mirror Site from Standby to Operation

The following procedure shall be followed to change the Mirror Site from Standby to Operation mode:

1) Send a request to JPL network operation group (noc@jpl.nasa.gov ).

2) The contents of the request will include:

i. Starbrite linkage to mirbrite.astro.umd.edu

ii. PDS linkage to mirpds.astro.umd.edu

iii. PDS-engineering linkage to mirpds.astro.umd.edu

iv. Starsyb linkage to mirbrite.astro.umd.edu

v. Set Time TO Live (TTL) to 10 minutes

3) Wait for up to 24 hours for all the data updates to routers around the world.
4) After change over is confirmed, check and verify the system by following the PDS Mirror Site Operation Mode Test Procedures Section 3 and 4.
4 Operation Mode for PDS Mirror Site

While Mirror Site takes over as the operational PDS Site, Mirror Site SA shall monitor the health of the system periodically (recommendation: twice a week). The following subsections describe the steps to perform system monitoring.  If any error is detected, Mirror Site SA shall reboot the system and then perform the checks again. If the error persists, Mirror Site SA shall swap the system disks and then reboot, follow by system recheck.

4.1 Check system performance status

1) Login to system

2) Run the following command to check the system status:

top

3) The resulting output will be similar to the following:

top - 09:34:00 up 5 days, 15:20,  1 user,  load average: 0.02, 0.01, 0.00

Tasks: 106 total,   1 running, 104 sleeping,   0 stopped,   1 zombie

Cpu(s):  0.1% us,  0.1% sy,  0.0% ni, 99.8% id,  0.0% wa,  0.0% hi,  0.0% si

Mem:   2074476k total,  1732316k used,   342160k free,    92100k buffers

Swap:  8177000k total,      176k used,  8176824k free,  1260420k cached

 PID USER      PR  NI  VIRT  RES  SHR S %CPU %MEM    TIME+  COMMAND

  1 root      16   0  3252  556  480 S  0.0  0.0   0:00.85 init

  2 root      RT   0     0    0    0 S  0.0  0.0   0:00.71 migration/0

4.2 Check network performance status

1) Login to system

2) Run the following command to check the system status:

netstat -ran

or

netstat -al

3) The resulting output will be similar to one of the following:

$ netstat -ran

Kernel IP routing table

Destination     Gateway         Genmask         Flags   MSS Window  irtt Iface

137.78.210.0    0.0.0.0         255.255.255.0   U         0 0          0 eth0

169.254.0.0     0.0.0.0         255.255.0.0     U         0 0          0 eth0

0.0.0.0         137.78.210.1    0.0.0.0         UG        0 0          0 eth0

$ netstat -al

Active Internet connections (servers and established)

Proto Recv-Q Send-Q Local Address               Foreign Address             State

tcp        0      0 *:32769                     *:*                         LISTEN

tcp        0      0 *:nrpe                      *:*                         LISTEN

tcp        0      0 mirbrite.jpl.nasa.gov:4100  *:*                         LISTEN

tcp        0      0 mirbrite.jpl.nasa.gov:4200  *:*                         LISTEN

tcp        0      0 *:mysql                     *:*                         LISTEN

4.3 Check software processes status

On mirpds

1) Login to mirpds

2) Run the following command to check the processes status:

For ColdFusion MX software:

ps -ef | grep cold

apache    3182     1  0 Apr01 ?        00:00:00 /apps/coldfusionmx/bin/cfusion -autorestart -start default

apache    3184  3182  0 Apr01 ?        00:00:04 /apps/coldfusionmx/bin/cfusion -start default

apache    3185  3184  0 Apr01 ?        00:00:00 /apps/coldfusionmx/bin/cfusion -start default

For Apache software:

ps -ef | grep apache3

root      3577     1  0 Apr01 ?        00:00:00 /usr/local/apache3/bin/httpd -k start

apache    3701  3577  0 Apr01 ?        00:00:00 /usr/local/apache3/bin/httpd -k start

For PostgreSQL software:

ps -ef | grep post

postgres  4553     1  0 Apr01 ?        00:00:00 /usr/local/pgsql/bin/postmaster -D /usr/local/pgsql/data

postgres  4559  4553  0 Apr01 ?        00:00:00 postgres: writer process

postgres  4560  4553  0 Apr01 ?        00:00:00 postgres: stats buffer process

postgres  4561  4560  0 Apr01 ?        00:00:00 postgres: stats collector process

On mirbrite

1) Login to mirbrite

2) Run the following command to check the processes status:

For Tomcat5 software:

 ps auxww | grep java

root      3285  0.0  3.6 714376 75632 ?      Sl   Apr01   0:03 /usr/java/jdk/bin/java -Djava.util.logging.manager=org.apache.juli.ClassLoaderLogManager -Djpl.oodt.servlets.ProductServlet.preferredNamespace=urn:eda:rmi: -Xms256m -Xmx512m -Daliases=/usr/local/pds/etc/aliases.properties -Djava.endorsed.dirs=/usr/local/tomcat5/common/endorsed -classpath :/usr/local/tomcat5/bin/bootstrap.jar:/usr/local/tomcat5/bin/commons-logging-api.jar -Dcatalina.base=/usr/local/tomcat5 -Dcatalina.home=/usr/local/tomcat5 -Djava.io.tmpdir=/usr/local/tomcat5/temp org.apache.catalina.startup.Bootstrap start

root      6630  0.0  0.9 249676 19768 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -Deda.home=/usr/local/pds -Djava.ext.dirs=/usr/local/pds/lib -Djpl.eda.console.ServerConfig.file=/usr/local/pds/var/server.xml jpl.eda.console.ServerMgr

root      6658  0.0  1.2 218256 25156 ?      Sl   Apr01   0:11 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile gov.nasa.jpl.oodt.rmi.RMIRegistry

root      6659  0.0  1.3 196292 28956 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile gov.nasa.jpl.oodt.xmlrpc.ProxyXMLRPCServer

root      6738  0.0  1.0 202920 22108 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile -Daliases=/usr/local/pds/etc/aliases.properties -Djpl.eda.util.JDBC_DB.user=pds_mars -Djpl.eda.util.JDBC_DB.url=jdbc:oracle:thin:@jplis-dta-001.jpl.nasa.gov:1526:EDMOPS -Dhandlers=jpl.pds.resource.MasterProductProfileServer -Djpl.eda.util.JDBC_DB.driver=oracle.jdbc.driver.OracleDriver -Djpl.eda.util.JDBC_DB.password=pds$oracle jpl.eda.ExecServer jpl.eda.profile.rmi.ProfileServiceImpl urn:eda:rmi:PDS.MarsDB.Profile

root      6747  0.0  1.2 207128 25700 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile -Djpl.eda.util.JDBC_DB.url=jdbc:sybase::Tds:starsyb.jpl.nasa.gov:4100/dbonline -Djpl.eda.util.JDBC_DB.user=pdsprofile -Daliases=/usr/local/pds/etc/aliases.properties -Dhandlers=jpl.pds.profile.pdscentral.PDSCNProfileServer -Djpl.eda.util.JDBC_DB.driver=com.sybase.jdbc2.jdbc.SybDriver -Djpl.eda.util.JDBC_DB.password=pdsprofile jpl.eda.ExecServer jpl.eda.profile.rmi.ProfileServiceImpl urn:eda:rmi:JPL.PDS.Profile

root      6748  0.0  1.1 205148 24512 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile -Djpl.eda.util.JDBC_DB.user=pds_central -Djpl.eda.util.JDBC_DB.url=jdbc:oracle:thin:@jplis-dta-001.jpl.nasa.gov:1526:EDMOPS -Daliases=/usr/local/pds/etc/aliases.properties -Dhandlers=jpl.pds.resource.MasterProductProfileServer -Djpl.eda.util.JDBC_DB.driver=oracle.jdbc.driver.OracleDriver -Djpl.eda.util.JDBC_DB.password=pds$oracle jpl.eda.ExecServer jpl.eda.profile.rmi.ProfileServiceImpl urn:eda:rmi:PDS.ProfProf.Profile

root      6761  0.0  1.1 203536 24700 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile -Daliases=/usr/local/pds/etc/aliases.properties -Dhandlers=jpl.pds.resource.HostProfileServer jpl.eda.ExecServer jpl.eda.profile.rmi.ProfileServiceImpl urn:eda:rmi:JPL.PDS.Host

root      6764  0.0  0.9 200660 19364 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile -Djpl.eda.util.JDBC_DB.user=pds_lunar -Djpl.eda.util.JDBC_DB.url=jdbc:oracle:thin:@jplis-dta-001.jpl.nasa.gov:1526:EDMOPS -Daliases=/usr/local/pds/etc/aliases.properties -Dhandlers=jpl.pds.resource.MasterProductProfileServer -Djpl.eda.util.JDBC_DB.driver=oracle.jdbc.driver.OracleDriver -Djpl.eda.util.JDBC_DB.password=pds$oracle jpl.eda.ExecServer jpl.eda.profile.rmi.ProfileServiceImpl urn:eda:rmi:PDS.LunarDB.Profile

root      6798  0.0  1.2 204220 25828 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile -Daliases=/usr/local/pds/etc/aliases.properties -Dhandlers=jpl.pds.resource.InstrumentProfileServer jpl.eda.ExecServer jpl.eda.profile.rmi.ProfileServiceImpl urn:eda:rmi:JPL.PDS.Instrument

root      6800  0.0  1.3 209152 28432 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile -Daliases=/usr/local/pds/etc/aliases.properties -Djpl.eda.util.JDBC_DB.user=pds_central -Djpl.eda.util.JDBC_DB.url=jdbc:oracle:thin:@jplis-dta-001.jpl.nasa.gov:1526:EDMOPS -Dhandlers=jpl.pds.resource.MasterProductProfileServer -Djpl.eda.util.JDBC_DB.driver=oracle.jdbc.driver.OracleDriver -Djpl.eda.util.JDBC_DB.password=pds$oracle jpl.eda.ExecServer jpl.eda.profile.rmi.ProfileServiceImpl urn:eda:rmi:JPL.PDS.MasterProd

root      6813  0.0  1.2 205116 26868 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile -Daliases=/usr/local/pds/etc/aliases.properties -Dhandlers=jpl.pds.resource.TargetProfileServer jpl.eda.ExecServer jpl.eda.profile.rmi.ProfileServiceImpl urn:eda:rmi:JPL.PDS.Target

root      6817  0.0  1.2 204148 25640 ?      Sl   Apr01   0:00 /usr/java/jdk/bin/java -server -Xms16384k -Xmx32768k -Djava.ext.dirs=/usr/local/pds/lib:/usr/local/pds-profile -Daliases=/usr/local/pds/etc/aliases.properties -Dhandlers=jpl.pds.resource.MissionProfileServer jpl.eda.ExecServer jpl.eda.profile.rmi.ProfileServiceImpl urn:eda:rmi:JPL.PDS.Mission

For SyBase software:

ps -ef | grep sybase

sybase    3146     1  0 Apr01 ?        00:00:00 /bin/sh /sybase/ASE-12_5/install/RUN_PDSYBASECN2

sybase    3148  3146  0 Apr01 ?        00:08:44 /sybase/ASE-12_5/bin/dataserver -d/sybase/data/master.dat -e/sybase/ASE-12_5/install/PDSYBASECN2.log -c/sybase/ASE-12_5/PDSYBASECN2.cfg -M/sybase/ASE-12_5 -sPDSYBASECN2

sybase    3170     1  0 Apr01 ?        00:00:00 /bin/sh /sybase/ASE-12_5/install/RUN_PDSYBASECN2_BS

sybase    3171  3170  0 Apr01 ?        00:00:00 /sybase/ASE-12_5/bin/backupserver -e/sybase/ASE-12_5/install/PDSYBASECN2_BS.log -N25 -C20 -M/sybase/ASE-12_5/bin/sybmultbuf -SPDSYBASECN2_BS

For MySQL software:

ps –ef | grep mysql

root      6590     1  0 Apr01 ?        00:00:00 /bin/sh ./bin/mysqld_safe --datadir=/usr/local/mysql/data --pid-file=/usr/local/mysql/data/mirbrite.pid

mysql     6611  6590  0 Apr01 ?        00:00:00 /usr/local/mysql/bin/mysqld --defaults-extra-file=/usr/local/mysql/data/my.cnf --basedir=/usr/local/mysql --datadir=/usr/local/mysql/data --user=mysql --pid-file=/usr/local/mysql/data/mirbrite.pid --skip-locking

mysql     6612  6611  0 Apr01 ?        00:00:00 /usr/local/mysql/bin/mysqld --defaults-extra-file=/usr/local/mysql/data/my.cnf --basedir=/usr/local/mysql --datadir=/usr/local/mysql/data --user=mysql --pid-file=/usr/local/mysql/data/mirbrite.pid --skip-locking

mysql     6613  6612  0 Apr01 ?        00:00:00 /usr/local/mysql/bin/mysqld --defaults-extra-file=/usr/local/mysql/data/my.cnf --basedir=/usr/local/mysql --datadir=/usr/local/mysql/data --user=mysql --pid-file=/usr/local/mysql/data/mirbrite.pid --skip-locking

5 Transition of Mirror Site from Operation to Standby Mode

When PDS EN is ready to resume nomial operations, PDS EN SA will contact Mirror Site SA and initiate Mirror Site transition from Operation to Standby mode.

5.1 Returning PDS Mirror Site to Standby Mode

The following procedure shall be followed to transition the Mirror Site from Operation back to Standby mode:
1) PDS EN SA send a request to JPL network operation group (noc@jpl.nasa.gov ).
2) The contents of the request will include:

i. Starbrite linkage to starbrite.jpl.nasa.gov

ii. PDS linkage to pds.jpl.nasa.gov

iii. PDS-engineering linkage to pds.jpl.nasa.gov

iv. Starsyb linkage to starsyb.jpl.nasa.gov

v. Set Time TO Live (TTL) to 10 minutes

3) Wait for up to 24 hours for all the data updates to routers around the world.

4) PDS EN SA performs testings to verify the success of moving Mirror Site back to Standby mode.

5) PDS EN SA sends an confirmation email to Mirror Site after Mirror Site return back to Standby mode.

6 Proceudre for PDS Mirror Site Server Reboot

1) Go to GUI login console.

2) Click “Shutdown” or “Reboot” on the lower right hand corner.

3) The GUI login console will disappear and shutdown processes will display.

4) The system will shutdown or reboot.

5) Once the system is up and running, ping mirpds.astro.umd.edu and mirbrite.astro.umd.edu from any remote workstation for network and operating system availability.

6) The expected result should be similar to the following:

$ ping mirpds

PING mirpds.astro.umd.edu (137.78.33.191) 56(84) bytes of data.

64 bytes from mirpds.astro.umd.edu (137.78.33.191): icmp_seq=0 ttl=255 time=0.343 ms

64 bytes from mirpds.astro.umd.edu (137.78.33.191): icmp_seq=1 ttl=255 time=0.372 ms

64 bytes from mirpds.astro.umd.edu (137.78.33.191): icmp_seq=2 ttl=255 time=0.238 ms

--- mirpds.astro.umd.edu ping statistics ---

16 packets transmitted, 16 received, 0% packet loss, time 15013ms

rtt min/avg/max/mdev = 0.142/0.306/0.510/0.102 ms, pipe 2

$

7) Go to URL http://mirpds.astro.umd.edu from any web browser to check the functions of the webpages.
8) Expected result: URL: http://mirpds.astro.umd.edu
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9) Go to URL http://mirbrite.astro.umd.edu from any web browser to check the functions of the webpages.
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