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About Security Service
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1.2 Release Notes
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Release Notes

Release 0.3.0

Release 0.2.0

Release 0.1.0
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1.3 Installation
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Installation

System Requirements

Software Installation

1. Install Directory Server

Configure the LDAP server with SSL using a self-signed certificate
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% /usr/java/jdk/bin/keytool -genkey -alias server-cert -keyalg rsa \
-dname "CN=pdsops.jpl.nasa.gov,O=JPL,C=US" -keystore keystore -storetype JKS

% /usr/java/jdk/bin/keytool -selfcert -alias server-cert -validity 1825 \
-keystore keystore -storetype JKS

% /usr/java/jdk/bin/keytool -export -alias server-cert -file server-cert.txt -rfc \
-keystore keystore -storetype JKS

% /usr/java/jdk/bin/keytool -import -alias server-cert -file server-cert.txt \
-keystore truststore -storetype JKS

yes

dsconfig

% dsconfig -h pdsops.jpl.nasa.gov -p 4444 -D "cn=Directory Manager" -w password \
-X -n set-key-manager-provider-prop --provider-name JKS --set enabled:true

% dsconfig -h pdsops.jpl.nasa.gov -p 4444 -D "cn=Directory Manager" -w password \
-X -n set-trust-manager-provider-prop --provider-name "Blind Trust" --set
enabled:true

% dsconfig -h pdsops.jpl.nasa.gov -p 4444 -D "cn=Directory Manager" -w password \
-X -n set-connection-handler-prop --handler-name "LDAPS Connection Handler" \
--set "trust-manager-provider:Blind Trust" --set key-manager-provider:JKS \
--set listen-port:636 --set enabled:true
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636

636 listen-port

ldapsearch

% $OPENDS_HOME/bin/ldapsearch --port 636 --useSSL --baseDN "" \
--searchScope base "(objectClass=*)"

yes

2. Install Application Server

CATALINA_OPTS="-Xms256m -Xmx1024m"
JAVA_OPTS="-Xmx1024m -XX:MaxPermSize=256m"

Configuration

Directory Server Configuration

% $OPEN_DS/bin/ldapmodify -p 389 -h pdsops.jpl.nasa.gov -D "cn=Directory Manager" \
-w <password> -c -a -f pdspers_schema.ldif
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% $OPEN_DS/bin/ldapmodify -p 389 -h pdsops.jpl.nasa.gov -D "cn=Directory Manager" \
-w <password> -c -a -f pds_groups.ldif

% $OPEN_DS/bin/ldapmodify -p 389 -h pdsops.jpl.nasa.gov -D "cn=Directory Manager" \
-w <password> -c -a -f pdsops_pers.ldif

Tomcat Server Configuration

% $JAVA_HOME/bin/keytool -genkey -alias virtualhostname -keyalg RSA \
-keystore /usr/local/tomcat7/.keystore

$CATALINA_HOME/conf/server.xml

redirectPort

<Connector port="8080" protocol="HTTP/1.1"
connectionTimeout="20000"
redirectPort="8443" />

server.xml

<Connector port="8443" protocol="HTTP/1.1" SSLEnabled="true"
maxThreads="150" scheme="https" secure="true"
clientAuth="false" sslProtocol="TLS"
keystoreFile="/usr/local/tomcat7/.keystore"
keystorePass="password"/>
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<Realm className="org.apache.catalina.realm.JNDIRealm" debug="99"
connectionName="cn=Directory Manager"
connectionPassword="password"
connectionURL="ldap://pdsdev.jpl.nasa.gov:389"
userPattern="uid={0},ou=people,dc=pdsdev,dc=jpl,dc=nasa,dc=gov"
roleBase="ou=groups,dc=pdsdev,dc=jpl,dc=nasa,dc=gov"
roleName="cn"
roleSearch="(uniqueMember={0})"/>

<Valve class="org.apache.catalina.authenticator.SingleSignOn"/>

Tomcat Application Configuration

<security-constraint>
<web-resource-collection>
<web-resource-name>registry-service</web-resource-name>
<url-pattern>/*</url-pattern>
<http-method>DELETE</http-method>
<http-method>POST</http-method>
<http-method>PUT</http-method>

</web-resource-collection>
<auth-constraint>
<role-name>PDS_Affiliate</role-name>

</auth-constraint>
</security-constraint>

<login-config>
<auth-method>BASIC</auth-method>
<realm-name>OpenDS</realm-name>

</login-config>

$CATALINA_HOME/webapps/yourapplication/WEB-INF/web.xml

<security-constraint>

<user-data-constraint>
<transport-guarantee>CONFIDENTIAL</transport-guarantee>

</user-data-constraint>
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http://localhost:8080/registry-service/registry/extrinsics

https://localhost:8443/registry-service/registry/extrinsics
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1.4 Operation
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Operation

% curl -X POST -H "Content-type:application/xml" -d @./new_product_build0.xml \
-v https://localhost:8443/registry-service/registry/extrinsics -u username:password \
-k -c tomcat_cookie.txt

% curl -X POST -H "Content-type:application/xml" -d @./new_product_build1.xml \
-v https://localhost:8443/registry-service/registry/extrinsics/1234 -k -b
tomcat_cookie.txt
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